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Anotacija

BiTe ir ERAF ldzfinanséts projekts zinatnei un pétniecibai. Projekta mérkis ir droSa, érta un
plasi pielietojama personu identifikacijas risindjuma izveide. Projekts ietver sevi sekojoSas
aktivitates: LietiSkos pétljumus biometrijas parametru ieguvé, apstrades metozu
implementésana ierobezotu resursu sistemas, atseviSku sistémas komponensu un bloku
izstradé; Eksperimentalos pétijumus tehnologiju demonstratora izstradé; Rdpniecisko tiesibu
aizsargasana, patenta pieteikums; Projekta publicitate. Saja dokumenta dots parskats par
projekta otraja perioda (01.04.2011.-30.06.2011) veiktajiem pétniecibas darbiem un $obrid

sasniegtiem rezultatiem.

Projektu atbalsta Eiropas Regionalas attistibas fonds, fguma Nr.
2010/0285/2DP/2.1.1.1.0/10/APIA/VIAA/098

levads

Identitdtes nozagSana ir viens no modernajiem noziegumiem, kas ,zaglim” dod iespéju radit
personam finansialus zaudéjumus. Katru gadu identitates nozagSana pasaulé rada aptuveni
221 miljardu dolaru zaudéjumus. Lielu interesi par biometrijas izmantoSanu personu
identifikacija izrada banku sektors. Bankas atzist, ka Sadas sistémas ievieSana dotu iespéju
aizstat (vai kombinét) uz parakstu vai PIN kodu ievadi balstitu norékinu karSu autorizaciju ar
kartes Tpasnieka biometrisku atpaziSanu. Radot értu, Iétu un droSu personu identifikacijas
risinajumu, ir pladas iespéjas to ieviest ikdienas dzivé — bankas, tirdzniecibas vietas, objektu
piekluves un lietoSanas kontrolé (ieskaitot autotransportu) u.c.
BiTe pétniecibas grupas darbs ir saistits ar augstdk minéto problému risinajumu. Saja
projekta parskata posma ir veikti darbi un sasniegti rezultati sekojoSos aktivitates ,LietiSkie
(r0pnieciskie) petijumi” pétijumos:

e Sejas un plaukstas attélu iegi$anas metozu izpéte;

¢ Biometrisko datu apstrades algoritmu darbibas izvértéSana;

¢ Biometrisko datu kriptéSanas, glabasanas un lietojama apakS$sistémas izveide;

o Atsevisku sistemas komponensu un bloku izstrade un izpéte.

Rezultatu kopsavilkums

Projekta treSaja perioda (01.07.2011.-31.10.2011.) veikto pétniecibas uzdevumu un rezultatu
kopsavilkums ir sekojoss:
= Sejas un plaukstas attélu iegiSanas metozu izpéte — lepriek$éjos parskata periodos
tika izpétits ka izveidot augstas jutibas infrasarkanas un redzamas gaismas attélu
iegtsanas sistému. Tika apgdtas arT prasmes sarezgito sistému izveidé uz FPGA un
izveidota 12-bitu izSkirtspéjas attélu iegtSanas sistéma. VEélak izstradajam
iespiedplati sejas atpaziSanas algoritmu testéSanai un izveidojam FPGA bazétu attélu

ieguves sistému. Paraléli tika stradats pie plaukstas detektéSanas, kur pirmais



uzdevums bija pareizi izdalit plaukstas parametrus, tapéc izveidojam pagaidu
sistémas blokshému (attélu apstrades bloks, pazimju atlases bloks un klasifikators),
kur ka pazimes tika izvéléti plaukstas kontdra fragmenti, kuru aprakstiSanai lietojam
kontdra elementus (edgels). Saja perioda tika projektéts 2D filtrs (konvoldcijas
veikSanai FPGA platforma), tika ieglta un attélota bilde reala laikd un apvienojot
iepriek§ minéto, tika veikta bildes filtréSana reala laika. Tika stradats ar1 pie plaukstas
detektéSanas, kur plaukstas detektéSanai attéla tika izdalitas plaukstas specifiskas
pazimes (pirkstiem Iidzigas struktdras).

Biometrisko datu apstrades algoritmu darbibas izvértéSana — leprieks tika realizéta 1.
versija 2D sejas atpaziSanas algoritmam, kas sastavéja no vairakiem posmiem (sejas
detekté$ana, lokalizacija un atpazi$ana). Sis algoritms vélak tika implementéts iegulta
sistéma, kur uzlabojam funkcionalo bloku precizitati. Tika apskatits arT sejas adas
detekté$anas algoritms un uzsakta virtuala instrumenta izveide LabView. Saja
instrumenta izveidota sistéma, kas nosdta un sanem datus, apstrada tos un grafiski
attélo. Pédéja perioda centralais virziens bija iegultas sistémas izveidoSana un
algoritmiskas bazes uzlabo$ana. Tika veidots automatisks sejas atpaziSanas
algoritms signalprocesoram TMS320C6416 un uzsakis darbs pie kameras modula
izstrades Sim procesoram.

Biometrisko datu kriptéSanas, glabasanas un lietojuma apakS$sistémas izveide —
lepriek$€jos parskata periodos: izanalizéti vairaki realizacijas algoritmi biohash
funkcijas skaitloSanai; apskatitas vairakas matematiskds metodes; izveidots
algoritms, kas ar biokodu un papildus informaciju iegdst vidéji tadu pasu EER ka
salidzinot neSifrétus datus; izstradata programmatdra, kas ar pietiekami mazu
aprékinu kladu salidzina nesifrétus un Sifrétus datus uz Java viedkartes un izstradats
protokols, kas |auj izveidot drodu sakaru kanalu starp viedkarti un autentifikacijas
iekartu. Saja perioda tika izpétitas ROl automatiskas noteik§anas metodes un
sastadits ROI noteik§8anas algoritms. Tika piedavati dazadi plaukstas un rokas pirkstu
geometrisko parametru mértjumi. Ir arT apskatiti vairaki biometrijas datu SifréSanas
algoritmi, ka arm dazi kladu korigéSanas algoritmi. Sagatavotas nepiecieSamas
operacijas ar paplasinatiem galigu lauku polinomiem GF(2*m).

Atsevisku sistemas komponensu un bloku izstrade un izpéte — Sakuma tika veidota
nepiecieSamo atseviSsko funkcionalo bloku elekiriskas principialas shémas Altium
Designer vidé un uzsakta So bloku iespiedplasu projektéSana, komponensu
izvietoSana, galveno principidlo bloku traséSana. Vélak tika uzsakta iespiedplates
izstrade Saja vidé, un tika izveidota principiala viedkarSu komunikacijas maketa
shéma. Tika uzsakta arm kameras modula iespiedplates otras versijas montaza (veikta
attélu sensora montaza un testé$ana). Saja perioda ir izveidota programma plaukstas
regiona automatiskai detektéSanai un izveidota programma priek§ MSP430 F2013
mikrokontroliera I12C kopnes interfeiss ar Aptina att€lu sensoru. Ir veikti eksperimenti

ar Aptina attélu sensoru



Sie pétijumi tiek veikti, lai nakama gada otraja ceturksni uzsakamas ,Eksperimentalas
izstrades” aktivitates ietvaros varétu izveidot pilnvértigu projekta izstradajamas tehnologijas

demonstratoru un metodisko aprakstu.

Turpmak dokumenta ir detalizéti aprakstitas katras uzdevumu grupas pétniecibas darbibas

un rezultati.

Aktivitate: LietiSkie pétijumi
Sejas un plaukstas attélu iegiSanas metozu izpéte
Laika posma no jilija "dz oktobra beigam tika veiktas §adas aktivitates:
e 2D Filtra projektéSana (konvoldcijas veikSanai FPGA platforma)
o Bildes ieglSana un attéloSana reala laika (darbs ar RAM pie 125MHz)
o Bildes filtréSana reala laika (apvieno iepriek$ 1. un 2. minétos)
e Attélu sensora iespiedplates montdza un attélu ieglSanas sistémas
pilnveidoSana izmantojot FPGA
Lai to sasniegtu tika pétiti veidi ka implementét 2D Filtrus FPGA, ka arT optimizét attéla
ierakstiSanu un izvadisanu.

2D Filtra projektéSana

2D filtreSana, ko jaimplementé FPGA ir konvolGcija starp masku un teko$o ieejas attélu. Lai
veiktu §adu operaciju ir nepiecieSams reizinat un summét maskas pikselus ar ieejas attéla
fragmentu pikseliem, un saglabat iegatos datus. Ir vairaki veidi ka to implementét FPGA.
Standarta gadijumos filtréSana tiek veikta sekojosi:
o Attéls tiek saglabats atmina;
o Tiek lastti nepiecieSamie dati, jeb attéla fragments, kam virsd uzkl3j filtra
masku, pieméram, bildes augséjais stiris (9 x 9 pikseli);
o Tiek veikta nolasita fragmenta sareizinaSana ar filtra masku, un iegits viens
filtréta attéla pikselis;
e Pédéjas divas darbibas izpilda visiem iesp&jamiem vienada izméra attéla
fragmentiem.
Sada gadijuma filtra veiktsp&ju nosaka atminas maksimalais lasi$anas atrums, protams, to
ietekmé arT izmantotais FPGA.
So metodi ir iespéjams optimizét. Ta ka attéla fragmenti, kas tiek reizinati ar filtra masku,
daléji parklajas (skat. att.1.), tad katram nadkama attéla fragmentam nav jalasa no atminas visi
ta pikseli, jo dala no vajadzigajiem pikseliem pieder art iepriek§&jam fragmentam, un atrodas
FPGA atmina (ir jau nolastti). Ta, pieméram, att.1 var redzét, ka, ja maskas izmérs ir 9x9, tad

nakama fragmenta 8x9 pikseli nav jalasa, ir jalasa tikai 1x9 pikseli.



lepriek$éjais fragments —p <|— Jaunie pikseli (ir jalasa)

Jaunais fragments

A

Kopigie pikseli (nav atkartoti jalasa)

Att. 1. Attéla fragmentu parklaSanas

Atras filtracija pamati

Sis metodes pamata ir tada FPGA resursu organizacija, ar kuras palidzibu panak, ka katra
izejas piksela ieglSanai ieeja ir nepiecieSams nolastt tikai vienu pikseli. Tas, savukart, lauj
veikt konvoldciju ar tikpat lielu atrumu ar kadu nak pikseli no attélu sensora, jeb filtrét attélu
reala laika bez aréjas RAM starpniecibas.

Sadai pieejai FPGA iek$&ja atmina (RAM bitos un registros) ir nepiecie$ams glabat veselas
attéla rindas, nevis attéla fragmentus. Atminas daudzumu izvélas péc filtra maskas izméra,
masu gadijuma ta ir 9x9 (A s=9, turpmak aprékinos tiek pienemts, ka filtra maska ir
kvadratveida, tapéc arm malas apraksta tikai viens lielums); péc izmantota attéla rindas
garuma — miasu gadijuma tas ir 640 (R.,=640). Kopa FPGA RAM bitos ir jaglaba

A,ﬁsize‘2+(ALsize— 1)+ (Rsize — Ar size) Pikseli. Atmina ir organizéta pa rindam (skat. att.2.).

0. rinda

1. rinda

2. rinda

(A size—1) rinda

Att. 2. Filtra atminas organizacija
Rindas tiek dalitas aktivajas un pasivajas, katra no tam ir organizéta ka pikselu FIFO (First In
First Out). Katra pasiva rinda (skat. att.3.) glaba pikselus, nodroSinot piekluvi tikai pie viena
piksela — rakstiSanai, un pie viena — lasiSanai. Pasivas rindas ir realizétas ar FPGA RAM

bitiem ka bides registrs, kur dati ir pieejami tikai bides registra izeja.

THr - gk

Att. 3. Filtra pasivas rindas organizacija

Aktivas rindas (skat. att.4.) no pasivam atSkiras ar to, ka tas nodroSina art vienlaicigu piek|uvi

pie visiem tajas saglabatiem datiem, tapéc tas tiek realizétas ar registru palidzibu.

Att. 4. Filtra aktivas rindas organizacija



Aktivo rindu garums ir atkarigs no maskas garuma (A, s.=9), pasivo rindu garums tiek
noteikts péc formulas: P, gize = Rsize — Ar size, KUF

Rsize — kopé€jais pikselu daudzums viena attéla rinda (madsu gadijuma ir 640),

A, size — aktivas rindas garums (jeb 9).

Izveidotas rindas (aktivas un pasivas) tiek pamiSus saslégtas virkné:

8 Aktiva rinda Pasiva rinda
7. Aktiva rinda Pasiva rinda
E 6 Aktiva rinda Pasiva rinda
: I
E 5. Aktiva rinda Pasiva rinda
=
I
0 4. Aktiva rinda Pasiva rinda
m 3 —
T ) Aktiva rinda Pasiva rinda
£
X o —
Aktiva rinda Pasiva rinda
1 . —
tiva rinda asiva rinda
Ak ind B ind
0.
Aktiva rinda

Rindas piksela numurs

Att.5. Filtra atminas organizacija

Katrs paris (aktiva rinda + pasiva rinda) glaba sevr vienu attéla rindu, jeb 640 pikselus, 9 —
aktivaja rinda un 631 — pasivaja. Aktiva filtra dala (aktivo rindu kopa) tiek izmantota attéla
fragmentu iegd$anai un to reizinaSanai ar filtra masku, pasiva dala — tikai pikselu glabasanai.
Bidot $ada sistéma attélu sensora uzdotus datus péc (A size—1) RsizetAr size Operacijam
aktivajas rindas paradisies bildes pirmais filtréjamais apgabals (skat. Att. 6)

9 640

480 Attéls — 640x480 izskirtspéja

Att.6. Filtra attéla logs
Bidot pikselus talak, attéla logs, kas ir reprezentéts ar filtra aktivo dalu, bidisies pa labi ar t. s.
rollover effect — t. i. katru reizi izejot no ekrana labaja pusé, tas atkal paradisies kreisaja pusé
zemaks par 1 pikseli (skat. Att. 7)



Att. 7. Filtra loga kustiba par attéla pikseliem vienai attéla rindai

Pikselu koordinates loga sakrit ar aktivas rindas numuru (uzdod piksela Y koordinati; ass

vérsta uz leju), un akfivas rindas piksela numuru (uzdod piksela X koordinati). So secibu ir

jaievero, lai pareizi reizinatu filtra masku ar attéla fragmentu.

Lai veiktu maskas un attéla fragmenta reizina$anu tika pielietoti FPGA iebavétie reizinataji,

kas tika piesaistiti pie aktivam attéla un maskas rindam. Lai izveidotais filtrs bdtu universals,

tas ir, tam varétu dinamiski mainit masku, tika izveidots papildus bloks, kas atbild par maskas

pikselu glabasanu. Sis bloks sastav no virkné slégtam aktivam rindam, kas veido FIFO ar

iespéju vienlaicigi pieklit pie maskas pikseliem. Sada masiva maskas pikselus ieraksta

virkné, pieméram, no datora FTDI.

Nakamaja attéla ir redzama aktivas rindas detalizétaka reprezentacija, ta sastav no:

1.

Datu bides registra

2. Maskas bides registra
3. Reizinatajiem
4. Saskaititajiem

D D D D D D D -': T :GD\@

¢ ()
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Att. 8. Attéla fragmenta rindas un maskas rindas reizinataja organizacija

Praktiska realizacija un testéSana FPGA

Izveidotais 2D filtrs ar aktivas maskas izméru 9x9 aiznem

1.
2.
3.

4% no logisko elementu daudzuma
2% no RAM bitiem
30% no reizinatajiem

Filtra parbaudei tika veikti dazadi testi, pirmais no tiem bija maskas uzdoSana pirms

kompilacijas — nozimé to, ka masku nav iespéjams dinamiski mainit. Ja vélas savadaku

masku japarkompilé FPGA projekts. Pirma testa maska bija vientbas maska, tas ir, filtrétais

attéls ir vienads ar originalo:



Att. 9. Attéla filtracija ar vienibas masku
NakosSie testi tika veikti ar LoG (Laplancian of Gausian) masku:

i

Att.10. Attéla filtracija ar LoG masku
Redzams, ka ieejas attéls (pa kreisi) tiek nofiltréts ar uzdoto masku. Attélu ir iespéjams

uznemt apstradatu vai originalu, tapéc bildes nav identiskas — originalas un apstradatas ar
uzdoto masku.

Bildes apstradadana reala laika

Lidz Sim tika izstradata sistéma, kas nodrosSina bildes ieguvi nospiezot pogu vai art ar speciali

izveidotu datora programmataru. Nakosais solis bija izveidot sistému, kas spétu attélot bildi
redla laika uz LCD monitora, ar izSkirtspéju 640x480. Izmantotais attélu sensors un VGA
kontrolieris strada ar 25 MHz takts frekvenci.
Lai attéls tiktu gan ierakstits, gan attélots ir nepiecieSams izveidot plismas dalitaju, kas pilda
§adas funkcijas:

1. Sadala ierakstiS8anas un nolasidanas plismu starp attélu sensoru, VGA un SRAM

kontrolieri (skat. Att. 11)
2. Veic buferé8anu — saglaba SRAM atmina vairakus kadrus.



Attélu Datu plismas VGA
sSensors - daltajs (Arbiter) -

|

SRAM

Att. 11. Datu plasmas virzieni
Datu plismas dalitaja veicamas operacijas:

1. Sistémas inicializacijas bridi SRAM atmina tiek ierakstits pirmais kadrs (lasiSana
nenotiek);

2. Peéc pirma kadra ierakstidanas, rakstiSanas adrese (Wr a <= 2. kadrs) tiek palielinata
par 1 kadra izméru, tiek nolasits pirmais kadrs (Rd a <= 1. kadrs);

3. Péc katra kadra ierakstianas, rakstiSanas adrese tiek palielindta par 1 kadru vai
nulléta, sasniedzot 4. kadru lasiSana notiek no pédéja pilniba ierakstita kadra;

4. Cikliski tiek atkartota treS$a operacija.

1. posms 2. posms 3. posms 4, posms
Wr_a Rd a Wr a
—> —> —»
1. kadrs 1. kadrs 1. kadrs 1. kadrs
Wr_a Rd_a
_ N
2. kadrs 2. kadrs = s
Wr_a Rd_a
3. kadrs 3. kadrs

Att.12. Kadru parslégSanas algoritms (2.-4. posms cikliski atkartojas)

Attélu sensora iespiedplates montdza un attélu iegdSanas sistémas pilnveidoSana izmantojot
FPGA

Ir dalgji veikta elektronisko komponentu montdza sejas atpaziSanas kameras modula

iespiedplatei (savienotdji, oscilators, R un C elementi, afttélu sensors). Sakara ar
nevienmérigu savienojuma vietu alvojumu, attélu sensoru tomér neizdevas uzmontét.
lemesls: attélu sensora — Aptina MT9V024, virsmas stiprindjuma veids ir BGA (Ball Grid

Array). Atkartoti veicot lodéSanu, attélu sensoram iestajas neatgriezeniskas izmainas — tas

10




vairs nedarbojas. Paréjo komponentu lodéSana tika apturéta Iidz jauna attélu sensora
iegadei.
Uz FPGA bazéta attéla ieguves sistémas optimizacija. (sk. Pielikums Nr. I)

Tiek apskattti efektivu kodu izveides algoritmi, kas aprakstiti Pong P. Chu ,RTL hardware
design using VHDL”, tas palidz&ja uzlabot:

1. VGA kontrolieri;

2. Attélu sensora kontrolieri;

3. ASRAM kontrolieri.
Pateicoties efektiva koda izveidei tika atrisinata laika aiztures probléma bez .sdc faila (laika
aizturu ierobezoSanas fails) esoSajiem sistémas nosacijumiem.
Izveidotais VGA kontrolieris pienakoSos datus (16 biti) sadala pa 8 biti un attélo uz monitora.
Sada pieeja lauj izmantot ASRAM efektivak, jo viena adresé var ierakstit 16 bitus. Pirmaja
dizaina dati atmina tika ieraksttti pa 8 biti uz vienu adresi, tadéjadi atstajot neizmantotus véel 8
bitus. Tagad ir iespéja viena adresé glabat divas pikselu vértibas, kur katru pikseli var
aprakstit ar 8 bitiem — robeza, ko atlauj DE2- 115 attistibas rika VGA.
Izveidotais attélu sensora kontrolieris formé datu paketes ierakstiSanai atmina. PienakoSie
dati no attélu sensora ir 10 biti, bet reali tiek izmantoti 8 nozimigakie. Kontrolieris divu taktu
laikd saformé vienu datu paketi, kura sastav no 2x8 bitiem, respektivi — viena pakete = divi
pikseli. Talak pakete(16 biti) tiek nosatita uz atminu.

Turpmakie plani:

1. Implementét kompleksi salagoto filtru (CMF) FPGA

2. Testi ar izveidoto filtru

3. Papildus funkcionalitates, lai FPGA varétu kontrolét no datora
3.1. gaismas diozu kontrole
3.2. originalu un filtrétu attélu ierakstiSana, izvadi$ana un nosatiSana uz datora
3.3. mehaniska filtra kontrole

4. Datora programmnodrosinajums priek§ FPGA

5. lespiedplates komplektacijas pabeigSana

Plaukstas detektéSana

Lai attéla detektétu plaukstu, tad ar attélu apstrades palidzibu ir jaizdala plaukstai specifiskas
pazimes. Par pazimém tika izvéléti plaukstas pirkstiem ldzigas strukiiras — to atrasanas
vietas, pagrieziena lenki. Katru plaukstas pirkstu var aprakstit ar divu Iiniju, kas ir tuvu
paralélam un atrodas viena no otras noteiktaja attaluma, palidzibu.

Sadu struktdru izdali$anai attéla nav nepiecie§ams izmantot sarezgitus attélu apstrades
panémienus — attéla izdala kontdrus (piem. ar Kant detektoru vai komplekso salagotu filtru,
jeb CMF) un izdalttas Inijas vektorizg, t. i. saglaba tos ka atseviSkus nogrieznus. Katram
S§adam nogrieznim saglaba 4 koordinates: Xsar, Ystarts Xends Yens- VidEji attéla izdalas ap 100

§adu nogrieznu.
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a) CMF un segmentacijas rezultats b) Liniju nogrieZnu vektorizacijas rezultats

Att. 13. Kontdra izdali§ana un vektorizéSana

Stradajot ar vektorizétiem niju nogriezniem, paralélo Iiniju mekléSana reducéjas uz sekojosSu

algoritmu:

1. lzvélas nogrieznu pari (pavisam kopa $adu paru sanak ap 100-100): viens nogrieznis
tiek panemts par galveno, pret kuru tiks veiktas darbibas ar otru nogriezni (att. 14a);

2. Ja nogrieznu orientacijas lenki atSkiras vairdk par noteiktu Ag, tad So pari talak
neapskatas (81 operacija reducé apstradajamo paru skaitu desmitos-simtos reizu);

3. Vienu nogriezni projicé uz otras (uz galvenas) un izrékina kopigo dalu, jeb abiem
nogriezniem atstadj tikai tds dalas, kuras abas vienlaicigi krustotu pirmajam
nogrieznim perpendikulari novilktas taisnes (att. 14b);

4. Nogrieznu attalumu nosaka ka attalumu starp atrasto dalu viduspunktiem (att. 14c).
Ja Sis attalums nav noteiktaja vértibu diapazona < dnax UN > dnin, tad S0 nogrieznu
pari vairak neapskata;

5. Kopigo dalu vidd Siem nogriezniem uzzimé potencialo pirkstu (att. 14d), kur$ tiks

noveértéts talak, klasifikatora.

Galvenais Galvenais
a) liniju nogriezZni paris b) kopiga dala

Galvenais Galvenais
¢) Iiniju nogrieZznu attalums d) potenciala pirksta viduslinija

Att. 14. Pirkstiem lldzigu kontdru izdah$ana
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Veicot testus ar izveidotu Matlab programmu tika konstatéts, ka algoritms ir spéjigs detektét
plaukstas pirkstiem [ldzigas struktiras pat loti zemas kvalitates attélos (ar raibu fonu, piem.

att. 15). Tacu turpmakie algoritma darbibas uzlabojumi, ka art optimizacija ir nepiecieSami.

Att. 15. Plaukstas pirkstu detektéSanas rezultati

Turpmakie plani:

1. Citu plaukstai raksturigo, pazimju mekléSana un izdaliSana; klasifikators

2. EsoSo algoritmu optimizacija un implementacija FPGA

Biometrisko datu apstrades algoritmu darbibas izvértésana

Centralais virziens, kas tiek attistits projekta ietvaros sejas atpaziSanas joma ir iegultas
sistémas izveidoSana un algoritmiskas bazes uzlaboSana. Tika turpinats art darbs pie virtuala
instrumenta pilnveidoSanas un tika apskatiti jaunakie sejas atpaziSanas algoritmi.

Uz doto bridi tiek veidots automatisks sejas atpaziSanas algoritms firmas Texas Instruments
signalprocesoram TMS320C6416. Tas ir pirmais solis iegultas sejas atpaziSanas sistémas
izveidoSanas virziena, bet ieejas attéls tiek sanemts no datora caur RTDX (Real Time Data
Exchange) interfeisu. Sis fakts padara sistému atkarigu no datora. Tapéc tiek uzsakts darbs
pie kameras modula izstrades priek§ TMS320C6416 DSK platformas. Sis darbs tiek veikts

sadarbiba ar citiem projekta dalibniekiem.
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Centralais kameras modula elements ir attélu sensors MT9V024. Modulis ietvers arl
sekojosSus blokus: mikrokontrolieris; LCD displejs; jaudigs LED elements un ta baro$anas
kéde. Mikrokontrolieris paredzéts kameras modula bloku kontrolei. LCD displeju tiek planots
izmantot atpaziSanas rezultdta izvadiSanai un citas svarigas informacijas par sistémas
darbibu attéloSanai. LED elements stradas IR diapazona, kas laus notestét sejas atpaziSanas
algoritmus uz bildém infrasarkanaja diapazona, ka arl iesp&jams mazinas sistémas jutibu pret
mainigo apkart&jo apgaismojumu. ST virziena ietvaros ir izstradata iespiedplate, kura attélota

zemak.

Att. 16. Kameras modula iespiedplate.

Turpmakie plani:
e Kameras modula pabeigSana, t.s., visu elementu lodéSana un testéSana
e Programmatdras uzrakstiSana mikrokontrolierim (komunikacijas
nodroSinasanai starp modula blokiem) un signalprocesoram (attéla iegdSanai
no kameras)
e Sejas atpaziSanas sistémas precizitates testésana IR diapazona

o Virtuala instrumenta pilnveidoSana, papildinasana, uzlabo$ana

Biometrisko datu kriptéSanas, glabasanas un lietojama apaks$sistémas izveide
Atskaites perioda tika izpétitas ROl automatiskds noteikSanas metodes. Sastadits ROI
noteik§anas algoritms, ka ari piedavati dazadi plaukstas un rokas pirkstu geometrisko
parametru mérijumi, kas varétu tikt izmantoti personas identificéSanai.

ROI noteikSanai visefektivakais Skiet algoritms, kas secigi izpilda sekojoSus solus:

1.solis. Plaukstas attéla iegiSana ar kadu no panémieniem, kas aprakstiti iepriekS€ja
atskaité.

2.so0lis. Plaukstas attéla histogrammas izveide un sekojoSa attéla binarizacija. Attéla
iegiSanas iekartas (skenera vai kameras) trokSni var tikt samazinati attéla turpmakas

apstrades laika, pieméram, ar medianu filtru.
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Binarizacija

E 0
ey Vi

Att. 17. Binarizacijas process

Attéla binarizacijai, tiek noteikta sliekdna intensitate B. Tad visi pikseli, kuru intensitate I(x,y) >
Btiek parkrasoti balta krasa, bet pikseli, kuru intensitate I(x,y) < B tiek parkrasoti melna krasa.
Binarizacijas slieksnis B tiek noteikts ka lokals minimums starp diviem lokaliem maksimumiem
(P1 un P2) histogramma (Att.17b). Lai paaugstinatu ieguta attéla kvalitati, ir vélams attirtt to
no iespéjamiem «atkritumiem», 8im nolikam izmantojams specials algoritms, kas nodzes
(parkraso baltus) nelielus melno pikselu grup€jumus. Apstrades rezultata iegistam melnbaltu
plaukstas attélu (Att.17c).

3.solis. Lai noteiktu robezpikselu kopumu, var izmantot specialu traséSanas algoritmu, kur$
nosaka saistito pikselu koordinates, pieméram, balto, kuriem kaut viens no lldzas esoSiem
pikseliem ir melns. Pasu zemako pikseli, pirmo no kreisas puses, Ps (Att.18a) var izmantot ka
apgaitas starta punktu. TraséSanas algoritma darbibas piemérs paradits Att.18b. No
pikseliem, kas atrodas uz robezas, forméjas t.s. robezpikselu vektors (border pixel vector -
BPV).

@) (b)
Att.18. TraséSanas algoritma darbibas princips
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4.solis. ST sola uzdevums: noteikt pikselu koordinates, kas atrodas starp otro un tre$o pirkstu,
FW2 (Seit par pirmo tiek uzskatits lielais pirksts) un starp ceturto un piekto pirkstu, FW4
(Att.2a). TieSi Sie punkti tiks talak izmantoti ROI izveidei. Tika izpétitas dazadas pikselu
koordinatu FW2 un FW4, ka art ROI formas un izméra noteik§anas metodes [1, 2]. Rezultata
tika izveléta metode, kas balstas uz Eiklida distances (Euclidean distance), starp atbalsta
punktu un BPV pikseliem, izmantoSanu. Viens no §Is metodes 1pasi svarigiem momentiem ir
atbalsta punkta (AP) izvéle. Tika izanalizéti dazadi punkti (plaukstas centra, plaukstas pamata
galéjie punkti un citi). SalidzinaSanas rezultata, optimalakais izradijas punkts W,, (Att.18a),
kas atrodas plaukstas attéla apak$éjas robezas vidd. Ta priekSrocibas pirmkart, to viegli
noteikt, otrkart, tas atrodas, gandriz maksimalaja attaluma no punktiem FW2 un FW4, kas
nodroSina mazaku mérijumu k|odu. Izmantojot izvéleto AP (W,,), var noteikt Eiklida distanci

De(i) no W, I1dz katram i-tajam BPV pikselim:

kur Xym, Ywm - AP koordinates, Xgpy(i), Yepv(i) — BPV i-ta piksela koordinates.

wm

No 8ada veida aprékinatajiem Dg(i) var izveidot Eiklida distancu sadalijuma diagrammu
Att.19.
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Att. 19. Eiklida distanéu sadalijuma diagramma
Diagrammas lokalie minimumi (FW1, FW2, FW3, FW4) atbilst plaukstas punktiem starp
pirkstiem. Pikselu koordinates FW2 un FW4 ir meklétie dati, kas tiek izmantoti, lai izveidotu
kvadratveida zonu. Starp diviem pikseliem (punktiem) FW2 un FW4 tiek novilkta taisne.
Viduspunktu uz 8is taisnes, starp FW2 un FW4, apzimésim FS;,, (Att.20). Talak no punkta
FW3 novelkam perpendikulu pret ITniju FS. Uz perpendikula, no perpendikula krustpunkta ar
FS, uz plaukstas pusi, noméram attdlumu, vienadu ar attdlumu starp FW3 un niju FS
(Att.20). Rezultata iegltais punkts ir pirmais ROl punkts. Zinot vismaz viena ROI punkta

koordinates, var piedavat vairakus ROI formu variantus, ka art to izmérus. Var noteikt vismaz
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tris ROI formas: kvadratveida, taisnstdrveida vai apalu (péc plauksta ievilktas Inijas). ROI
izméru var noteikt ar fiksétam vértibam, pieméram, kvadrats, ar izméru 300x300 pikselu, vai

ar relativam, kuras tiek noteiktas no citiem pirkstu un/vai plaukstas izmériem.

Att. 20. RIO punkta noteikSana
Saja petjumu etapa tiks apskafita kvadratveida ROl forma. Piepemtas fikséta garuma

kvadrata malas — 256 pikseli.

Personas identificéSanai var tikt izmantoti arT dazadi pirkstu un plaukstas geometriskie izméri.
Tadi, ka pirkstu platums un garums, plaukstas platums un citi (Att.21).
Jaatzimé, ka ROI noteikSana ir tikai starpposms, péc kura sekos plaukstas individualo

raksturlielumu noteikSana, pieméram, vénu un/vai grumbu tekstdra un citi.

Att. 21. Personu identificé§ana izmantojami plaukstas geometriskie izméri

ROI un citu geometrisko raksturlielumu noteik§anai izstradatos algoritmus bis nepiecieSams

optimizét art péc to izpildes laika, lai nodro&inatu identificéSanu reala laika.
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Vél $aja progresa perioda ir apskatiti vairaki biometrijas datu SifréSanas algoritmi (fuzzy
sketch, fuzzy vault, fuzzy extractor), ka art dazi k|Gdu korigéSanas algoritmi (Heminga kods,
Hadamarda kods, Rida-Solomona kods). Ir sagatavotas nepiecieSamas operacijas ar
paplasinatiem galigu lauku polinomiem GF(2"m).

Lai parbauditu izveidotos algoritmus, tika izveidots lietotaju interfeiss, kura sakotnéji bija
iespéjams atzimét svarigos punktus, lai péc tam varétu izgriezt ROI, izmantojot to informaciju.
Péc tam programmatira tika papildinata ar kodu, kas bez aréjas palidzibas atrod visus
nepiecieSamos punktus, lai aprékinatu ROI.

Tika izveidots lietotaju interfeiss, kas komunicé ar FPGA, lai bdtu iesp&ams sanemt
uznemtos attélus. Interfeiss satur arm nepiecieSamo funkcionalitati biometrijas paraugu
datubazes izveidei.

Turpmakie darbi:
o Visefektivaka RIO formas un izméra noteikSana;
e Pirkstu un plaukstas geometrisko izméru, kas ir pietiekami unikali (katrs
atseviSki vai to kombinacijas) katrai personai noteik§ana
¢ Rida-Solomona koda implementéSana, lai varétu parbaudit iesp&jamos

uzlabojumus, kas tiktu iegati izmantojot klddu korigéjoSos algoritmus.

Atsevi8ku sistémas komponensu un bloku izstrade un izpéte
ST ceturkéna ietvaros svarigakie veiktie darbi:
¢ Raksta sagatavoSana;
e lzveidota programma plaukstas regiona automatiskai detektésanai;
e Uzsakts darbs pie patenta pieteikuma sagatavoSanas;
e lzveidota programma priek§ MSP430 F2013 mikrokontroliera 12C kopnes interfeiss ar
Aptina attélu sensoru;

o Eksperimenti ar Aptina attélu sensoru.

Saja laika perioda ir sagatavots zinatniskais raksts par projekta veiktajam aktivitatém, kas
saistitas ar biometrijas datu iegdSanu, apstradi un SifréSanu. Raksts ,Biohashing and Fusion
of Palmprint and Palm Blood Vein Biometric Data” iesniegts un apstiprinats prezentéSanai
starptautiska IEEE organizéta konferencé par plaukstas biometrisko parametru izmantoSanu
personu atpazisana (ICHB2011), Honkonga. Raksts pievienots pielikuma Nr 1.
Lai veiktu automatiku plaukstas regiona detektéSanu tika izveidota programma Matlab vidé,
kas veic sekojosas darbibas:

e aprékina attéla histogrammu,

e izvélas sliekSna vértibu atkariba no iegitas histogrammas funkcijas,

e iegust binaru attélu un detekté plaukstas kontaru,

e no plaukstas centrala punkta Iidz atrastajiem kontdra punktiem tiek aprékinats Eiklida

attalums un iegata distances funkcija,
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e apstradajot distances funkciju tiek atrasti pirkstu galapunkti, ka ar1 pirkstu starpas,
e péc atrastajiem punktiem tiek aprékinats interesgjosais regions,

o tiek izdaltts atrastais regions, ka arT saglabats lenkis kada Sis regions tika atrasts.

Programmas testi veikti izmantojot publiski pieejamo plaukstas attélu datubazi. Pielikuma
Nr.lll prezentacija, kura ar attéliem paradita izstradata algoritma darbiba.
Izveidota programma, kas nodroSina MSP430 F2013 mikrokontroliera sazinu ar Aptina attélu
sensoru caur I°C datu kopni. Programma paredzéta attélu sensora registru konfiguré$anai un
uzstadijumu maini$anai. Izmantojot $0 programmu, veikti vairaki eksperimenti mainot att€lu
sensora uzstadijumus. Parbaudits HDR (High Dinamic Range — Augsta dinamiska diapazona
rezims).
Nakosa perioda darbi:

e kameras modula testéSana, attélu sensora registru konfigurésana;

e plaukstas fiks€josa stativa izveide;

e personu plaukstas asinsvadu un rievojuma attélu datubazes izveidoSana;

¢ plaukstas detektéSanai un apstradei nepiecieSama algoritma izveide.

Secinajumi

Projekta ,BiTe” pétnieciska darbiba ,LietiSko pétijumu” aktivitaté sekmigi turpinas art treSaja
perioda. Noris izstradajamas tehnologijas atseviSku modulu, algoritmu un elektrisko
principialo shému izpéte un izveide.

Attélu sensora iespiedplates projektéSanai un attélu iegiSanas sistémai izmantojot FPGA tiek
planots implementét kompleksi salagoto filtru (CMF). Lai parbaudrtu sistémas darbibu, tiks
veikti dazadi testi un izveidotas papildus funkcionalitates, lai FPGA varétu kontrolét no datora
(t.s., gaismas diozu kontrole; originalu un filtrétu attélu ierakstiS8ana, izvadiSana un nositiSsana
uz datora; mehaniska filtra kontrole).

Plaukstas detektéSana turpmak nepiecieSams veikt darbus sekojoSos virzienos:
nepiecieSams meklét un izdalit visas plaukstai raksturigas pazimes un noteikt klasifikatoru,
bet esoSos algoritmus jaoptimizé un jaimplementé FPGA.

Sejas atpaziSanas sistémai tiek planots pabeigt kameras moduli, kur nepiecieSams pielodét
un notestét visus modula elementus. NepiecieSams uzrakstit atbilstoSu programmataru prieks
mikrokontroliera (kas nodroSinatu komunikaciju starp modula blokiem) un signalprocessora
(attéla iegiSanai no kameras). Papildus tiek planots notestét sejas atpaziSanas sistémas
precizitati IR diapazona.

Izanalizéjot biometriskas informacijas kriptéSanas un salidzindSanas metodes janosaka
visefektivakas RIO formas un izmérus, nepiecieSams noteikt katras personas unikalos
plaukstas un pirkstu geometriskos izmérus (katru atseviSki vai savstarpgji kombingjot) un
jaimplementé Rida-Solomona kods, lai varétu parbaudtt iespéjamos uzlabojumus, kas tiktu

iegati izmantojot klidu korigéjoSos algoritmus.
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AtseviSsku sistemas komponenSu un bloku izstradei un izpétei nepiecieSama plaukstas
modula testéSana un attélu sensora registru konfiguréSana. Planots izveidot ar fikséjosu
plaukstas stativu, lai varétu sakt uznemt plaukstas asinsvadu un rievojumu attélus datubazei.
Tiks turpinats darbs pie plaukstas detektéSanas un apstrades algoritma.

Projekta pé&tnieciskie rezultati tiek apspriesti izpilditaju iknedélas sanaksmés. Sis sanaksmes
tiek veidotas, lai projekta izpilditaji kopigi izdiskutétu par pétijumiem un problémam, kas
jarisina, lai apakSaktivitates veiksmigi attistitos. TreSaja progresa parskata perioda notika
sanaksmes, kuras projekta izpilditaji sniedza dazadas prezentacijas: ,Plaukstas geometrijas
svarigakie parametri, to aprékinasanas metodes”, ,Plaukstas kontlra detektéSana”, ,Plaukstu
geometriskie raksturojumi”.

Saja laika perioda ir sagatavots zinatniskais raksts par projekta veiktajam aktivitatém, kas
saistitas ar biometrijas datu iegSanu, apstradi un SifréSanu. Raksts ,Biohashing and Fusion
of Palmprint and Palm Blood Vein Biometric Data” iesniegts un apstiprinats prezentéSanai
starptautiska IEEE organizéta konferencé par plaukstas biometrisko parametru izmantoSanu
personu atpazisana (ICHB2011), Honkonga.

Ir uzsakts darbs pie patenta pieteikuma sagatavo$anas.

Ir noteikti ndkama perioda pétniecisko darbu uzdevumi un sasniedzamie rezultati. Par
projekta pétnieciskiem sasniegumiem tiek planots informét art piedaloties ar referatiem un

publikacijas konferencés un seminaros.

Atsauces

1. Adams Kong, David Zhang, Mohamed Kamel.A survey of palmprint recognition - Pattern
Recognition 42(2009)1408--1418

2. Feng Yue, Wangmeng Zuo, David Zhang, Kuanquan Wang. Orientation selection using

modified FCM for competitive code-based palmprint recognition - Pattern Recognition 42
(2009) 2841--2849
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Pielikums Nr.I

Attéli, iegati ar pattern generatoru, kur$ ar katru takti palielina vértiou (skaititajs). Generators
saskaita I1dz 640*480 = 307_200 veértibai un apstajas. VGA kontrolieris (8 biti) attélo skaititaja
datus(16 biti).

legltais attéls attélo visas 307_200 vértibas. Intensitates limenis atbilst skaititajam, kura 16
bitu dati tiek sadaliti divas paketés pa 8 biti.

Attéls reprezenté datus no vienas adreses atmina. legutais attéls sastav no divu krasu
vertikalem, kuras atkartojas viena péc otras. Tatad — VGA kontroliera uzdevums izpildits —
VGA attélo pienakoSos 16 bitus.

Pattern generatora tika ieviestas izmainas, datiem tika pieskirta konstanta vértiba:
Dati (15 downto 8) <= X,3A” - heksadecimalaja koda
Dati (7 downto 0) <= X,3A” - heksadecimalaja koda
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Abstract—This paper combines the results of our previous
experiments concerning acquisition of the images of the human
palm in infrared and visible light, the extraction of features from
images as well as our current results on biometric data hashing
with the advanced biohashing algorithm. We first describe the
properties of the complex 2D matched filtering for feature
extraction from images, followed by biometric vector construction
techniques and raw biometric data comparison. We address the
problem of securing biometric data for multimodal biometric
systems, by analyzing the biohashing algorithm and proposing
our enhancements. Results of experiments that include raw
biometric data comparison, biohashing and advanced biohashing
biocode comparisons are presented at the end of the paper.

I. INTRODUCTION

Multimodal biometric systems use two or more biometric
parameters (e.g., fingerprint, face, iris, etc.) to increase the
overall system’s performance. However, along with accuracy it
is also necessary to ensure a convenient enrollment procedure
of the person. Therefore, it is necessary to select biometric
parameters that are unique and easy to present. A number
of different research activities on biometric parameter fusion
have been presented in recent years, such as palm geometry
and palmprint fusion [1], [2], palm print and face [3], finger
vein and finger-dorsa texture fusion [4], multispectral hand
biometrics [5] and palmprint and palm vein image fusion
applied at the image level [6].

In this paper, we use two palm biometric features - palmprints
and palm veins. The most significant problems associated with
biometric systems are:

« Efficient acquisition of biometric parameters - the main
biometric features should not be distorted; the acquisition
system must recognize false features (image);

« Effective extraction of unique information from the ac-
quired biometric data - the acquired images usually
contain a lot of unwanted data or data that give no
information for biometric matching;

o Biometric data security - how to generate a unique code
from the biometric data so that real biometric data is not
revealed;

o Biometric data comparison - how to compare two en-
crypted biometric vectors.

By using the palmprint and palm vein images, we have tried
to address all of the four above-mentioned issues. Firstly,
it is easy to present a palm to a biometric system. Also,
it is hard to falsify a palmprint and palm vein pattern if
the image of palm is taken in two different wavelengths
within hundred of milliseconds. Secondly, we extract the
predefined features from the images by using a complex 2D
matched filter and construct the biometric data vector, thus
reducing the amount of data. Thirdly, we use the extracted
data to create a data vector and apply several enhancements
of the biohashing algorithm to obtain a biocode. Fourthly, we
introduce a biocode comparison method. All of these steps
will be discussed further in this paper.

II. IMAGE ACQUISITION

It is important to acquire images of the palm so that
the significant features that are used for person recognition
are clearly visible. For palmprints, these are skin wrinkles,
for palm veins - visible veins. The capturing of the palm
images is performed by using only one image sensor, but dual
spectrum illumination. Palm vein images are captured in the
near infrared (NIR) spectrum, but images of the palmprint
structure are captured in the visible light spectrum. Most
of the popular methods of palm vein imaging are based on
the infrared (IR) light absorption properties of the blood.
Hemoglobin absorbs light of 760nm and 850nm depending
on oxygen concentration; illuminating a palm with IR light,
veins appear darker in the image than the rest of the palm
because part of the IR light is absorbed in places where there
are veins, and the rest is reflected from the surrounding tissue.
Images taken in visible and IR light are shown in Fig. 1.

III. BIOMETRIC FEATURE EXTRACTION FROM IMAGES

After the images of the palmprint and the palm veins are
captured, they must be processed in order to extract the chosen
features (wrinkles from palmprint image and veins from the
palm vein image). Conventional image processing methods
such as histogram equalization or global thresholding [7]
are not acceptable due to the irregular intensity and noisy
background of the images. A cross section of the captured
palm vein and palm print images (Fig.2) reveals that the



Fig. 1.

One person’s palm print (left) and palm vein (right) images

Intensity
Intensity

Pixels Pixels

Fig. 2. Cross section of a palm print ridge (left) and two palm blood vessels
(right)

corresponding features are different, as a result of which
two different methods have to be used to extract the desired
features.

A. Palmprint Feature Extraction

Various representations have been proposed for palmprint
recognition. Those include, representation by lines [8], points
[9], [10], Fourier spectrum [11], morphological representation
[12], texture [13], wavelets [14] and complex wavelets [15],
Gabor filters [16], fusion code [17], ordinal code [18] and
representation with so called “Laplacianpalm” [6]. As shown
in the Fig. 2 (left), the palm print ridge has a sharp intensity
change. This sharp intensity change can be detected using the
first derivatives which are implemented using the magnitude
of the gradient. For a function g[z,y|, the gradient of g at
coordinates [z,y] is defined as the two-dimensional column

vector [7]
1 (L

Derivatives of discrete functions in a point [xg,yo] are calcu-
lated as the difference of nearest pixel values, for example:

99z, y|

ox

9g
Vg = grad(g) = [ 2
oy

= glzo + d,yo] — glro —d,yo] (D)
[z0,y0]
where d is the half of the distance between taken neighbour-
hood pixels.
Typically the image is corrupted with noise and the direct
application of (2) can lead to an incorrect result. Therefore,
before the derivatives are calculated, the image f[x,y] is
smoothed using a Gaussian filter to reduce rapid intensity
spikes that are initiated by noise.

22442

g[xay] :f[xay]®ei a2 3)

where o specifies the smoothing rate, and ® is the convolution
operator.

Function’s gradient vector grad(g) points at the greatest rate of
intensity change of g, which corresponds to the cross section
of the skin ridge. To facilitate the following stage of vector
set construction and acquire the resulting matrix of vectors F1,
the gradient vector is rotated by 90°. Since the method used
to extract the blood vessels is expressed in the complex form,
for convenience, we rewrite (2) using the complex notation as:

= (9[z0,yo — d| — g[zo,y0 + d]) +
Jj (glzo +d, yo] — glro — d, yol) “)

Fy[xo, yol

B. Palm Vein Feature Extraction

In our previous papers [19], [20], we have introduced a
method for line-like object extraction that is based on the
matched filtering (MF) approach [21] and is called Complex
2D Matched Filtering (CMF) [19]. CMF performs faster than
MF because only two convolution operations with the CMF
kernel are required. CMF also extracts the selected features
from the images and provides additional information about the
direction of the extracted features of the image. The nature of
CMF can be explained by looking at the principles of Matched
Filtering with the Gaussian 2D function G(x,y) [21].

G(x,w:{ —eop (=) lol <

)
0, |z|>

NeEN]lv]

where D is the length of the filter kernel in direction x. In
order to detect blood vessels, the filter mask must be scaled
and rotated in different directions. Further in the paper the
rotated and scaled Gaussian 2D kernel is referred to as:

Glz,y; 0,c] = G (’l’COS(ﬁysmqﬁ’ ac51n¢Jcrycos¢> ©

c

where c is the scaling factor and ¢ is the rotation angle.

The more rotation angles are used the more accurate is the
extraction of blood vessels. However, this involves image
convolution with the rotated Gaussian kernels and, therefore,
is computationally inefficient for embedded systems. Eight
differently rotated masks for MF are shown in Fig.3.

— g I 1 NNS

Fig. 3.

Eight differently rotated MF masks for vein extraction

To simplify the computational complexity of the MF ap-
proach, we use the CMF approach. This image processing
method is slightly different from the MF approach. First of all,
the filtering is done with one complex mask, instead of many
rotated masks. This method obtains additional information
about the analyzed feature orientation, in our case about the
blood vessels and skin wrinkles. The output of the filtering
procedure is a matrix of vectors that is of the same size as
the input image. Vectors represent the correlation with the



previously defined mask representing the objects that have
to be found. Instead of consecutive filtering with several
differently oriented MF masks, CMF filters image only with
one complex mask, which incorporates all the angles and
scales. The kernel of the complex matched filter is defined
by the following expression:

N L-1

M[l’, y] = Z Z 6.%‘p(j2¢l)G[£C, Y; ¢l7 C’n]a (7)

n=1 (=0

where N — total number of used scales,

L — total number of used angles,

1=+

The image is filtered with the CMF kernel:
Clz,y| = flz,y] @ Mz, y]. (8)

Additional operation of the angle decrement is performed to
C to acquire the final CMF result:

AreC
Fylvo,yo] = |Clao. yol | exp QW) )

The magnitude of the vectors represents the congruence be-
tween the filter mask and the object in the particular pixel of
the image. The angle of the vector shows the orientation in
which the maximum of C' is found. This information is crucial
in the segmentation and recognition stage.

C. Feature Vector Construction

Some of the information obtained in previous stages can be
discarded, because most of it represents undesired regions of
the palm where palmprint and vein features are not present.
The goal is to extract most significant vectors that represent the
blood vessels or ridges of the skin. The following procedure
is repeated several times until R most significant vectors are
found: the most significant vector from the processed image is
extracted, and the region around each vector found is excluded
from further processing to avoid multiple vector extraction
from the same region.

D. Vector Set Comparison

After the vector set A of the most significant features is
acquired, the recognition process can begin. First, vector set
comparison without any encryption (using raw biometric data)
is performed. Vector set A is compared with the database
vector sets B,, to find the best match. To compare two sets
of vectors, an approach similar to [20] can be used: each
vector v, (A) from the first set A is compared with each vector
vg(B) from the second set B. The similarity of two vectors is
evaluated by positive s, 4 and is a product of three terms:

$p,q = magnitudes, . - angles, . - distance, (10)

p.q

These three parts evaluate the positions of two vectors -

distance:
d? d2
distance = exp <—2|> - exp (—é) ) an
o] o

the angular difference - angles:

angles = | cos Z(vp(A) - v4(B))|, (12)
and the significance of these vectors - magnitudes:
magnitudes = |v,(A)] - |vg(B)]. (13)

All the similarities of a particular pair of vectors s, , are
summed together to evaluate the similarity of the vector sets

in general:
s(A,B) = Z Z Sp,q
P g

The higher is the value of a particular s, 4, the higher is their
influence on the overall similarity value s(A,B). The vector
magnitude is proportional to the significance of the locally
extracted feature that is represented by this vector. For this
reason, magnitudes (13) are included in the similarity evalua-
tion (10). Our experiments showed that, as a result of changes
in the lightning conditions in the image acquisition stage,
the same line-like objects appear differently on the filtered
images: the positions of local maximums across the object
vary. For this reason, we split the distance between vectors
into parallel (to v,(A)) and perpendicular parts, and evaluate
them separately: the first mentioned is less critical for s, 4 than
the second one (o > o). Both parts of the distance are found
as the projections of the actual distance between v,(A) and
vq(B) onto the vector v,(A). The similarity value s(A,B) is
influenced by the image contrast and the neighbourhood effect
of many local maximums representing one and the same line-
like object jointly compared with each other. In the evaluation
stage it is normalized as described in [20].

s(A,B)
s(A,A) - s(B,B)

(14)

S(A,B) = (15)
The similarity index value S(A,B) lies in the interval of
[0;1] and is used for evaluation of similarity of two images.
The similarity index doesn’t have commutative properties,
S(A,B) # S(B,A).

However it is not safe to use raw biometric data. If the
data is intercepted then the person’s biometric information is
stolen and cannot be changed. Therefore, in the next section,
we look at the biometric data encryption method BioHash, and
introduce enhancements of the encryption algorithm.

IV. THE BIOHASH ALGORITHM

Many methods that integrate biometrics with cryptography
have been proposed. As an example, the fuzzy vault approach
that binds a key to the biometric template [22] and a fuzzy
extractors, that can be used to extract keys from a biometric
template [23].

In this paper, we chose to encrypt the biometric data with a
one-way hash function called biohash [24], [25]. It is a type of
cancelable biometrics that has been introduced in [26], and it
consists of an intentional, repeatable distortion of the original
biometric template, satisfying the following properties:



« Renewability: it should be possible to revoke a compro-
mised template and issue a new one based on the same
biometric data (revocability);

o Security: the original biometric data cannot be recovered,;

o Performance: the recognition performance of the pro-
tected system, in terms of Equal Error Rate (EER), should
not degrade significantly with respect to a non-protected
system.

Biohashing is a method that combines orthonormal random
vectors with user specific biometric data. A token is a sequence
of numbers or symbols that are used as a seed to generate
random vectors. Each user can have its own private token or
every person can use the public token.

The sequence of steps needed for biohash is the following:

1) acquisition of the biometric data and extraction of the
most significant features to create a data vector;

2) usage of the token as a seed for the random number
generator. Generating the random vectors and applying
Gramm-Schmidt vector orthonormalization process;

3) calculation of the dot product from each orthonormal
vector and the biometric feature vector;

4) thresholding of the result by some value 7T'.

After these steps, the result is a series of bits, or biocode
that can be used in further authentication.

The enrolment and recognition stages are similar. Both
follow the previously described sequence of steps, but in the
enrolment stage, multiple biometric samples could be used to
extract more precise features. The similarity H}, of two biocode
samples is calculated by using Hamming distance D, of those
samples and the length of the feature vector ! (16).

_1-D,

H, ;

(16)

A. Basic Biohash Algorithm

The biohashing algorithm performs computations on the
biometric data vector and creates a biocode. As previously
explained, biometric data vector is created using the features
extracted from the palmprint or palm vein images.

The extracted features are the R most significant vectors
from the processed image. Each vector is described by 4
components: vector’s starting position coordinates (u,v) and
coordinates (du,dv) that represent vector’s orientation and
magnitude.

The data vector is constructed by putting the components of
each vector in order of succession. The sequence starts with
the coordinates of the first vector uy, v1, duy, dvy, then the
second vector and so on. The feature vector consists of 4R
components (Fig. 4). Therefore, 4R orthonormal vectors will
be created, and the resulting biocode will contain 4R bits.

w | v | du|dw]| - U | Ve |die| dvi

Fig. 4. Biometric data vector

O|T|T|Q
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Fig. 5.

Extraction of three most intensive vectors

B. Improved Biohash Algorithm

We have taken into account several observations and pro-
pose to use additional user specific information to improve the
performance of the biohash algorithm. The improvements are
achieved by using the statistical properties of the biometric
data and the resulting biocodes.

In the captured palm images, some features (veins or ridges)
are larger than others. As observed, environmental lighting and
temperature will not affect the extraction of the main (larger)
features. Therefore, one of the improvements of the algorithm
presented in this paper is the use of additional information
about the most intensive vectors that is added to the data
vector. As previously described, most intensive vectors are
found as follows: vector of maximal magnitude is found and
the region with the size of o is excluded around it. The size of
o defines how large is the region that represents the biometric
feature. A limit on how many most intensive vectors need to
be found can be set. Each cell of the matrix with the size
of k x k describes the presence of at least one of the most
intensive vectors w in the certain region of the image; value
a means that the region contains the vectors, value b means
that no vectors were found in that region. This process is
shown in Fig. 5, where k£ = 4 and w = 3. Information about
the most intensive vector positions is added to the biometric
data vector. If the following method is used to describe the
most intensive vectors in the sample, then, even if the order
of vectors changes, the added information will be the same.

By analyzing the biocodes obtained, it was observed that
they are not identical for the same person. This can be
explained by the variable nature of biometric data. But some
bits between one person’s biocodes vary more than the others
(Fig. 6). This bit variation further will be called bit stability.
Bits that vary less are more stable ("4” in Fig. 6) than bits
that vary more ("2” in Fig. 6).

Biocode Nr. 1 [1]1(0Jo}1/1/1[0|0[1]...
Biocode Nr. 2 [1|0[1}1{1/10[1/0[1]...
Biocode Nr. 3 (1|1/0]1{0/00(0|O}1]...
Biocode Nr. 4 (1J1(1)0) 11 0(1)1(1)...
4322 234

Fig. 6. Calculating the largest amount of equaly valued bits

The stable bits of all biocodes are user specific. It is possible



to improve the method of biocode comparison by using
information about the stable bits. For a more precise biocode
comparison the errors of the more stable bits should be more
emphasized than the errors of the unstable bits. Therefore,
bits are arranged in descending order by bit stability. Training
samples are used to obtain this information. Depending on the
amount of samples used to sort the bits, more precise statistical
information about the user can be obtained. After multiple
biocode samples are collected, the bit stability is calculated
(Fig. 6). First, the bits are sorted by the largest amount of
equally valued bits between biocodes for a specific bit (Fig.
7 transform (a)). After that, the bits in each of the groups are
sorted again, but this time by their total distance of equally
valued bits from the threshold value T' (Fig. 7 transform (b)).
If the distance from the threshold 7T is larger, the bit is more
stable than one which is closer to the threshold level.

a b
43223332 4424 4 2 4 2

Fig. 7.

Sorting the bits by their stability

After all these operations, a sequence of bit indexes b; is
obtained that allows comparison between two biocodes using
specific weight coefficients that represent information about
bit stability. ¢ is the index of the bit in the original biocode
(Fig. 7 before transform (a)), b; is the position of the bit ¢ in
the sorted array (Fig. 7 after transform (b)), where the bits are
sorted by their stability. This information does not reveal what
values the specific bits should have, and it does not reveal the
specific amount of bit stability. It only reveals which bits are
more stable relatively to each other.

If Hamming distance is used to compare two biocodes, each
difference between bits makes an equal contribution to the
overall error. With the proposed comparison method the stable
bits have a greater influence on the overall error if they differ.
To calculate the error err; for each bit an exponential function
(17) is used. The value p describes how many of the bits are
used in the comparison.

—_
err; =e
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V. EXPERIMENTAL RESULTS

To evaluate the previously described methods, a database
of palmprint and palm vein images was used. This database
consists of 250 images of each image type, containing 5
images of 50 different persons - a total of 500 images. First,
image processing techniques, like CMF and gradient filtering
are applied to each of the database image to acquire the most
significant vector set. Next, the database images are mutually
compared without using biohash. The results for non-hashed
comparison can be seen in Table I.

TABLE I
RAW BIOMETRIC DATA COMPARISON RESULTS

Veins
0.32

Palmprints | Fused data
2.79 0.1

[EER

A crucial part of the biohashing algorithm is the tokens.
As previously mentioned, a token is used as a seed for the
random number generator to generate random vectors. Each
set of generated random vectors is unique and with specific
properties. Therefore, tests with different tokens must be
employed. We performed 100 different tests, where each test
employs its own, randomly generated token, and all persons in
the database have the same token. As a result, from each test,
the EER is calculated. The results including the mean value
and the standard deviation of all EER can be seen in Table II.

TABLE II
BIOHASH ALGORITHM TEST RESULTS (EER)

Veins | Palmprints | Fused data
Mean | 14,043 12,073 6,190
StDev | 1,152 1,102 0,803

In the advanced algorithm, the information about the most
intensive vectors is added. Empirically it was determined that
the best results are achieved if the information of 32 or half
of the available most intensive vectors is added to the feature
vector (Fig. 8). In our case, the following values of coefficients
were used: a = 1,b = —0.5,k = 8, w = 32.

10 20 30 40 50 60
Amount of most intensive vectors used

Fig. 8. Relationship between EER and the number of most intensive vectors
described in the additional data vector

The advanced algorithm uses a training set; therefore, all
the possible combinations of training sets have to be checked.
Each person has 5 data samples, 2 of those samples are used
for the training process, but the other 3 samples are used for
the testing process. That gives a total of 10 different training
sets. The calculated biocodes from the training samples are
used to find the most stable bits. This stability information is
used by the other 3 samples. For each training set 100 tests
with different tokens were performed, where each person has
the same token. The results can be seen in the Table III, where
the training set number denotes a different training set. Results
show that the improved biohashing approach achieves a lower
EER than comparing the results of the basic biohash algorithm
and EER is close to raw data comparison.



TABLE 111
IMPROVED BIOHASH ALGORITHM TEST RESULTS USING DIFFERENT
TRAINING SETS (EER)

Veins Palmprints Fused data
Training| Mean | StDev | Mean | StDev | Mean | StDev
set Nr.
1. 1,076 | 0,312 | 1,069 | 0,397 | 0,001 | 0,003
2. 1,122 | 0,289 | 1,369 | 0,439 | 0,003 | 0,006
3. 1,073 | 0,304 | 0,471 | 0,231 | 0,000 | 0,000
4. 1,440 | 0,609 | 0,712 | 0,382 | 0,000 | 0,000
5. 3,523 | 0,657 | 1,625 | 0,364 | 0,106 | 0,088
6. 4,051 | 0,568 | 1,326 | 0,023 | 0,035 | 0,029
7. 3,712 | 0,775 | 1,302 | 0,236 | 0,078 | 0,052
8. 3,876 | 0,843 | 5,195 | 0,658 | 0217 | 0,118
9. 3,999 | 0,650 | 4924 | 0,543 | 0,207 | 0,090
10. 4,721 | 0,834 | 5475 | 0915 | 0,297 | 0,174

VI. CONCLUSIONS

In this paper, we have discussed the four most important
aspects of creating a biometric system: how to acquire bio-
metric data, how to extract the valuable information from
images, how to protect the biometric information and how to
compare it. However, the main contribution is the biohashing
algorithm enhancements. This research shows that by using the
biohash algorithm, the statistical information obtained about
the biocodes can improve the biocode comparison algorithm
and obtain a lower EER. The proposed algorithm satisfies the
requirements of the cancelable biometrics without sacrificing
the recognition accuracy, compared to the raw biometric
data comparison. The proposed biohashing approach could be
useful for securing any type of biometric data.

Experimental results showed that results vary if different
training samples are used. This can be explained by differ-
ent lighting conditions that were employed to simulate real
life conditions. For training, there should be more than two
images to obtain more precise statistical information. This
can improve the recognition results. It is once again shown
that by using multimodality in biometric systems a lower
EER can be achieved compared to using only one parameter.
Our motivation is to build an easy to use, safe and reliable
biometric system for everyday usage, and we believe that this
article is a step towards to achieving our goals.
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Pielikums Nr.lII

Plaukstas detektésana un
biometrisko parametru lokalizésana

Probléma

Publiski pieejama plaukstas multispektralu
attelu datubaze

Lai apstradatu sos attelus pirmkart ir
nepieciesams automatiski izdalit
nepieciesamos regionus (ROI)

Plaukstas geometrisko parametru ROI,
asinsvadu un rievojuma struktdaras ROI.

Pirmie soli Sis problémas risinasanai...
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Attéels

Algoritms

1.) Tiek veikta kontrasta transformacija
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Algoritms

2.) SliekSnosana
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Algoritms

3a) Centroidas atrasana (novac detalas, kas
saurakas par 50 pix.) aprékina centroidu.
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Algoritms

3b) SliekSnota attéla notirisana ar Erosion
morfologisko operaciju
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Algoritms

4.) Edge detection ar Sobel operatoru
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Algoritms
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5.) Robezu meklésana (boundary detection)
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Lielakas robezas atstasana

Algoritms
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6.) Distances aprékinasana no katra robezas

punkta lidz centroidas punktam
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7.) Maksimumu detektésana distances grafika

Algoritms
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Problémas
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emas risinajums

Probl

Tiek aprékinati attalumi starp atrastajiem maksimumiem un atrasti divi lielakie,

kas nor8da uz to kur ir plaukstas kontOra s3kums un beigas.

Tiek izgriezts kontlrs un atrasti 5 maksimumi, kas reprezent€ pirkstu galapunktus.
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Algoritma turpinajums
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10.) Regiona (ROI) ievilksana izmantojot atrasto
punktu informaciju
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Rezultats

* Programma atgriez atrasto regionu, ka ari lenki, kada
Sis regions ir atrasts, lai pec apstrades ar CMF,
vektorus varetu rotet atpakal
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